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[bookmark: _Toc7367]Introduction 
Schools throughout the country suffer arson, theft, burglary, criminal damage, assault, attempted abduction and anti-social behaviour. One invaluable tool in preventing and detecting crime in schools is Closed Circuit Television (CCTV). 
Although CCTV has become commonplace, by necessity it involves intrusion into the lives of ordinary individuals as they go about their day to day business. Whilst generally the public supports the use of CCTV, to maintain public trust and confidence in the use of CCTV, it is essential that it is used responsibly with effective safeguards in place to prevent its misuse. 
To achieve this it is important that operators or installers of CCTV at the school follow the procedures contained within this policy and the guidance contained within the Surveillance Camera Code of Practice 2022. 
This policy is intended to assist those tasked with the operation or installation of the school’s CCTV system in order that they comply with their obligations under current Data Protection legislation.  
[bookmark: _Toc7368]System Description 
Images captured by CCTV cameras that may be located at the entrance to the site, around the site and within the school building are stored on a digital video recorder and displayed on monitors in the Premises Manager’s office and both school offices. 
Terry McCarthy and Robert Talks are system operators who are responsible for the operation and management of the system. 
[bookmark: _Toc7369]Purpose and Objectives of the CCTV System 
The CCTV system is designed to provide remote supervision of the school site and its access points.   
More specifically: 
· Prevention and detection of crime 
· Assisting law enforcement agencies in investigating crime 
· Assisting law enforcement agencies in providing evidence to pursue criminal convictions 
· Prevention and detection of anti – social behaviour 
· Helps to ensure the safety and security of staff, pupils and members of the public (visitors) 
· Pupil discipline (where applicable and appropriate). 
· To help ensure that the site, its buildings and contents remain secure and consequential losses associated with crime are not realised. 
 
NB   The system must not be used for unspecified reasons such as monitoring staff. 
 
 
 
 
[bookmark: _Toc7370]Achieving the Objectives 
Images are captured and stored on the CCTV’s Digital Video Recorder’s hard drive and, where required, exported to CD/DVR for processing by the data controller/law enforcement agencies. 
[bookmark: _Toc7371]CCTV System Design 
[bookmark: _Toc7372]Selecting and Siting of cameras 
 
Camera type is based on their ability to perform in the environment that they are to operate.  
 
The camera positions have been carefully considered to ensure that they cover areas that the system was designed to cover whilst minimising the likelihood of privacy intrusion.  
 
Where possible, cameras have been positioned to minimise the risk of vandalism.  
 
[bookmark: _Toc7373]Monitors 
 
Monitors have been located in a position where live images can only be viewed by operators unless the images displayed are of a scene which is also in plain sight from the monitor location.   
 
[bookmark: _Toc7374]Image quality 
 
The quality and clarity of recorded images, live images and prints (where applicable) have been checked/are checked on a regular basis to ensure that they are of suitable quality for the purpose for which the system was installed. There shall be no unacceptable loss of detail during the recording process.  
 
[bookmark: _Toc7375]Retention of Recorded Images 
The Digital Video Recorder’s hard disk capacity and its settings for image resolution and frame rate have been carefully considered to ensure that: 
 
· Captured images meet the systems specified objectives.  
· Images will be retained for a period of no longer than 28 days which is considered adequate for the crime/incident to be discovered. 
 
[bookmark: _Toc7376]Data Security 
Recorded images and images downloaded to CD/DVD are stored and viewed in a restricted area, such as a secure office.  
 
[bookmark: _Toc7377]Incident Viewing and Download Log 
The school will maintain an incident viewing and download log that will record the following information: 
 
· Incident start and end time along with its date. 
· Date and time of viewing or download to CD/DVD. 
· Camera numbers incident was recorded on. 
· Description of incident and outcome. 
· Crime reference number – if available. 
· Who administered viewing or download? 
· Others present. 
· Name of organisation requesting and receiving archived data. 
· Full name and contact details of organisations authorised representative. 
· Collection date with signature and printed name. 
· Date of destruction (follow – up investigations complete). 
· Note any time difference between system and talking clock (dial 123). 
 
[bookmark: _Toc7378]Management of CD/DVD Storage Media 
[bookmark: _Toc7379]Precautions before recording to CD/DVD 
 
To avoid issues with other data stored on an old CD RW or DVD RW or the accidental deletion of potential evidence,  a new CD/DVD (CD R or DVD R) will be used which can only be written to once and read many times. A supply of new CDs/DVDs will be stored adjacent to the recording/control equipment.  
 
[bookmark: _Toc7380]Precautions when disposing 
 
Once CDs/DVDs containing downloaded images are no longer required, as follow-up investigations have been completed, the data controller will ensure that they are securely disposed of in a manner that prevents the restoration of images. 
 
[bookmark: _Toc7381]Continuity of Evidence 
A law enforcement agency using exported images from the school’s CCTV system must be able to prove the integrity of data and account for the movements of any evidence stored on CD/DVD from the point at which copies are created until the time it arrives in court as evidence.  
 
Following the guidance in 9.1 will help to achieve the former.  However to avoid any inadvertent undermining of criminal proceedings, the school will check with the law enforcement agency making a request for discloser what their requirements are for copying and handling to ensure the integrity and continuity of evidence. 
 
[bookmark: _Toc7382]Authorised Viewing and Copying/Exporting of Recorded Images 
The viewing and copying of CCTV images will only take place for the purposes outlined in section 3 “purpose and objectives.”  
Any such actions will be recorded in the Incident viewing and Download log. Under no circumstances will staff or governors remove recorded images from the school site and they will ensure that any CD/DVD containing recorded images is returned to the data controller for secure storage. 
 
 
 
 
[bookmark: _Toc7383]Requests for Disclosure of Personal Data (Subject Access Requests) 
The DPA makes provision for Data Subjects (individuals to whom personal data relates) to have access rights to their personal data that may be held by an organisation, which includes images processed by CCTV. 
On receipt of a subject access request the Data Controller will ensure individuals making the request complete a subject access form. 
For such a request, the school will levy a charge of £10. 
When a subject access request is received the images will be provided to the individual making the request within 40 calendar days. 
The school will ensure that by providing subject access to one individual this doesn’t involve an unfair intrusion into the privacy of the third party, or cause unwarranted harm or distress. In instances where this is possible, other images will be obscured. 
 
[bookmark: _Toc7384]Periodic Checks 
[bookmark: _Toc7385]Data controller or system operators (monthly) 
 
· Check recording equipment’s time and date and adjust where required. 
· Ensure all camera images are visible, clear and of usable quality. 
· Establish whether recorded images, as well as live images, remain clear and usable. 
 
[bookmark: _Toc7386]Maintenance 
 
The school will ensure that there is an ongoing maintenance regime that shall cover periodic preventive maintenance visits to check, adjust and report on all aspects of the system and a corrective maintenance strategy to deal with failures.  
 
This will ensure that the CCTV system continues to operate effectively in achieving the objectives set out in the section 3 “Purpose and Objectives.” 
 
[bookmark: _Toc7387]Audit 
An audit of the system will take place annually prior to the anniversary of the Notification date        
 
The audit will ensure:  
 
· There remains a clear and valid reason to continue using the CCTV system. 
· Evidence exists that the school is following guidance contained within the Surveillance Camera Code of Practice 2022. 
· There is adherence to this policy including: 
· Evidence that access to images and control/equipment is being limited to authorised individuals and the purpose of image disclosure is consistent with the stated objectives of the system. Parents may not view CCTV footage. The head teacher and a governor may view footage to ascertain if an incident/accident had occurred and this will be recorded in the incident and download log.
· Subject access requests are being administered correctly. 
· Retention of images is consistent with the time that would be required to discover an incident. 
· Data Controller and maintenance checks are being carried out as published. 
· The incident viewing and download log is being completed as required. 
· That a review of this policy is completed and any necessary updates are brought to the head teacher’s attention. 
· That a copy of the ICO’s CCTV code of practice 2008 is available to the head teacher, Data Controller and any authorised users of the system. 
 
· That a copy of the system’s user manual is available to the Data Controller and authorised users. 
[bookmark: _Toc7388]System Log 
A CCTV system log will be created and maintained to document the following activities: 
· User checks  
· Maintenance visits  
· Audits 
 
[bookmark: _Toc7389]Training 
The head teacher will ensure that authorised staff are trained appropriately so that they are familiar with how to undertake operations highlighted in this policy. 
 
[bookmark: _Toc7390]Policy Compliance 
Non-compliance with this policy will be considered a disciplinary matter that will be investigated by the Governing Body or head teacher.  In the event that they believe a criminal offence has been committed the matter may be referred to the police for further investigation. 
 
[bookmark: _Toc7391]Complaints 
If the school should receive complaints relating to the CCTV system, they shall be referred to the head teacher for investigation. 
NB:  If there is any doubt whatsoever about the school’s obligations relating to current Data Protection Legislation, consult the Surveillance Camera Code of Practice 2022 and the ICO’s Data Protection Impact Assessment Guidance. 
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